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—— Abstract

Record/Replay (RR) allows developers to record an execution and then replay it exactly as it was
recorded. RR enables deterministic replay of non-deterministic behaviors in a different environment
than the one used for the recording, which can capture complex bugs in production and find the
root cause during development. Unfortunately, support for RR still introduces a non-negligible
amount of performance overhead, which limits its applicability. Two main sources of such overhead in
state-of-the-art RR systems are: multi-threading, and I/O bound workloads. To ensure high-fidelity
when replaying multi-threading execution, recordings either capture the total order of events, which
the replayer then enforces, or capture a partial order that requires further processing before replay.
Recording also effectively doubles the I/O performed as the recorder needs to perform the original
I/0 and then record it to a log. Such increased I/O severely limits the performance of I/O dominated
workloads.

In this paper, we present two complimentary techniques to reduce the overhead of RR. First, we
introduce Relaxed Total Order (RTO), an online-computable weakening of total order that preserves
the cross-thread constraints needed for replay while avoiding unnecessary serialization. We design
RTO to be compatible with Multi-Version eXecution (MVX), enabling online deterministic replay
without pre-processing the recording log or heavyweight coordination. We formalize RTO’s strictness
and correctness, showing that it is a novel point between partial- and total-order. Our prototype
implementation on top of an existing state-of-the-art RR system reduces recording overhead from
21.0% to 15.3% and halves replay overhead from 67.5% to 31.7%.

Second, we combine RR with Multi-Version eXecution (MVX) to eliminate RR’s poor performance
on I/O-bound workloads. Our hybrid design uses a follower variant to absorb the extra I/O needed
for logging, and to backfill as much I/O as possible from the same underlying system, keeping the
user-facing leader off the critical path. Our prototype reduces the overhead required to record 1/0
bound programs from 192.5% to just 25.5%, without penalizing other more common workloads.
Together, RTO and hybrid MVX/RR substantially narrow the gap between today’s RR systems
and practical, low-overhead, always-on deployment.
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Optimizing Record/Replay through RTO and MVX

1 Introduction

Record-Replay (RR) is a technique that captures the execution of a program into a log,
which can be saved to persistent storage and used later for replaying the same program
execution. Typical RR systems capture all the non-determinism accessed during a program’s
execution (e.g., data read from files and/or network) to ensure a high-fidelity replay. One
common use-case is to replicate rare bugs that are hard to trigger: recording the bug once
ensures consistent replay every time using the recorded log.

Multi-Version eXecution (MVX) is a technique very similar to RR that runs both recorder
and replayer at the same time (sometimes referred to as “online RR”), using many processes
called variants. Modern MVX architectures [14,23,27,28,34,35] use one variant as the
recorder — dubbed the leader — and many other variants as replayers on the same log —
dubbed followers. By exploiting diversity among followers, MVX has applications in the
broad areas of: software security [34,35] (e.g., variants have stacks growing in different
directions to survive different attacks, and all vote on security-sensitive operations), software
reliability [13,14,28] (variants run different releases of the same program, if one crashes due
to a newly introduced bug the remaining survive without causing the whole program to
stop, i.e., the survivors keep providing service), software analysis [23,36] (each variant uses a
different and incompatible dynamic analysis), and software availability [24,27] (the follower
performs a software update while the leader keeps providing service). Recent work explores
the synergy between RR and MVX to update internet browsers without any source code
modifcations nor user disruption [27].

Despite their promise, RR and MVX systems still suffer from a high performance penalty
for some applications (e.g., multi-threaded applications) and workloads (e.g., I/O bound
workloads are a known pathological case).

Recording multi-threaded orderings. Figure 1 shows an original execution with 2 threads
and 3 locks controlling access to critical sections. Locks L; and Ly are used exclusively
by threads 77 and T5 respectively; observe in Figure 1 that different execution ordering
strategies (explained below) handle the relationship between L and Lo differently. Systems
that do not support multi-threading [6] cannot replay such an execution reliably, as a replay
allows (incorrectly) T5 to acquire Lg first. Supporting even race-free programs requires
capturing, at least, the order in which threads issue synchronization operations, such as
acquiring and releasing locks. Systems such as the popular rr [22] follow a straightforward
option: to enforce a uniprocessor execution of all threads when recording, effectively
executing only one thread at a time. Unfortunately, as shown in Figure 1, doing so slows
down the original execution dramatically. Another option is to record a Total Order (TO)
of all synchronization events in the original execution, and enforce the same order on the
replayer/followers [14, 23,28, 34]. Despite its obvious correctness, TO’s strictness results in
long wait times when replaying unrelated operations. In Figure 1, Events e4 and eg are
completely unrelated: they take place in different threads (77 and T5, respectively), and
operate on different resources (Ls and Ly, respectively). Yet, a TO replay enforces the order
observed during the original execution: T'O3. Alternatively, recording a Partial Order
(PO) results in less strict orderings by capturing the order of operations on the same resource,
and enforcing it among different threads when replaying. Figure 1 shows that the only wait
when using partial order enforces that Event eg takes place before Event eg as observed in
the recording (PO3).

Unfortunately, using PO in RR results in complex implementations with subtle trade-offs.
For instance, Octet [8,9] can replay data-races by capturing individual writes to shared
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Original Uniprocessor Total Order (TO) Partial Order (PO) Relaxed Total Order (RTO)
Execution Execution Replay Replay Replay
T T, T+T, T T, T T, T T,

First use of each lock
(e, €7, eg) and changes
in thread ownership (eg)
are recorded

T, experiences
contention with T, when
attempting to acquire Ly

Critical section . Non-critical section ~———> Recorded Order
Program order is

Event identifier - Delay E shown by
stacking

Figure 1 Sample execution and possible replay orders. The original execution shows two threads
Ty and T3 executing noncritical and critical regions protected by locks Li, L2, and Ls. Regions are
uniquely labeled and numbered according to their order in the uniprocessor execution. Possible
scheduling strategies for replaying the execution are: Uniprocessor, Total Order (TO), Partial Order
(PO), and Relaxed Total Order (RT'O), which differ in how they order critical regions for L, and Lo.

memory, but imposes prohibitive overhead for production use (31% overhead recording and
49% replaying). Respec [19,32] is difficult to adopt as it requires custom OS support to
roll-back program execution when recording/replaying. Similarly, Castor [21] uses special
instructions only available on certain Intel CPUs to capture the PO efficiently and, therefore,
cannot provide efficient support for all hardware (e.g., ARM processors). LEAP [15] requires a
conservative static analysis to identify all synchronization resources before recording, which is

not feasible for programs in managed languages (like Java) that can create locks dynamically.

In addition, and both Castor and LEAP have to pre-process/sort the resulting log before
replay. Such extra pre-processing represents a hidden cost with a duration that is workload
dependent. Using PO in MVX systems is even more complex: unlike an RR replayer, MVX
followers cannot pre-process the log (the log is shared as it is constructed “online” from the
leader), and supporting PO results in overall poor scalability due to increased inter-thread
communication [33].

I/0 bound workloads are pathological. RR and MVX typically operate under the
assumption that recorded operations are sparse, which holds for CPU-bound workloads with
buffered I/O. Unfortunately, performance degrades dramatically when such an assumption
fails, resulting in RR recorders effectively doubling the amount of I/O performed: once for
the log, and once for the recorded program. We measured the performance overhead to
record such an I/O-bound workload as high as 4.6x-8.3x for state-of-the-art RR systems
(Section 5.5).
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In this paper, we propose novel solutions to support efficient RR of: (i) multi-threaded
programs, such that it is compatible with MVX, and (ii) I/O-bound workloads. First,
we propose a new ordering for capturing relevant synchronization operations: Relaxed
Total Ordering (RTO). The main insight behind RTO is based on the time locality of
synchronization resources [10,31]: when a thread ¢ acquires a lock [, it is likely that the
same t will acquire ! again in the near future. Time locality is workload dependant, and
our empirical results suggest it is prevalent in common workloads: the high proportion of
Relaxed events in Table 5 is an indicator that the benchmark programs often experience such
time locality. We show that RTO can be implemented efficiently in systems that already
capture TO simply by tracking the last owner of each synchronization resource and ordering
operations only when the owner changes (Section 3.1). For instance, in Figure 1, RTO only
captures the event ordering when TO ownership changes: ey for Ly, es for Lo, and eg and
eg for Ly. We formalize RTO (Section 2) and show that is is a new point in the strictness
spectrum between PO and TO: RTO is stricter than PO but less strict than TO. We also
describe a prototype implementation of RTO on a TO-based RR/MVX system for Java [28]
(Section 4.1) that dramatically reduces overhead on the: recorder, from 21.0% to 15.3%,
replayer, from 67.5% to 31.7%, leader, from 25.9% to 23.3%, and follower overhead, from
73.6% to 41.9%. However, RTO requires that the program is data race free (DRF) [20],
which is a common requirement of prior systems [14,21, 28,34, 35]. Second, we propose a
novel combination of MVX and RR to address the well-known pathological case of I/O bound
workloads. Building on the synergy between RR and MVX [27], we propose a new hybrid
recorder that uses MVX internally to split the burden of recording between one leader and
one follower (Section 3.2). Based on the assumption that both leader and follower execute on
the same machine, our proposed hybrid leader only captures non-determinism not available
to the hybrid follower, such as network I/O and multi-threaded ordering. Our proposed
hybrid follower executes the same program being recorded, capturing the majority of the
same events as the leader (e.g., file-system I/O) without any inter-variant communication,
reducing the pathological performance overhead without increasing the overhead in common
workloads, and generating logs that can be used by the original replayer.

In summary, our paper makes the following contributions:

A novel multi-threaded event ordering — Relaxed Total Ordering (RTO) — that can be

efficiently implemented in both RR and MVX for managed languages and dramatically

reduces the performance overhead, together with a formalization that places RTO in the
strictness spectrum between PO and TO.

A novel recording technique that uses MVX internally to reduce the overhead on a

well-known pathological case of RR — I/O bound workloads — without increasing

the overhead in common workloads, and generating logs that are compatible with the
unmodified replayer.

The design, implementation, and evaluation of the proposed techniques on top of a

state-of-the-art MVX/RR system.

A replication package [?] that includes our implementation [?], all the scripts that

automate the experiments we describe, and the data we obtained.

2 Formal Model for Relaxed Total Order

In this section, we define our proposed Relazed Total Order (RTO) formally. Our formalism
is inspired by previous work in RR [19,21,32], and proposes RTO as a novel event ordering
that explore the spectrum defined by Total Order (TO) and Partial Order (PO) at each
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end. We show that RTO is fundamentally different from PO and TO: when considering
only events observed in the recording, RTO is less strict than Total Order (TO) and Partial

Order (PO) is less strict than RTO (—poC—rroC—10) placing RTO between PO and TO.

Following established literature [14,21,28, 34, 35], we assume that the underlying program is
data-race free (DRF) [20], and that capturing all synchronization acquisition operations (lock
acquisitions) is enough for an accurate replay of any recorded execution.

2.1 Event Model, Total Order, and Partial Order

» Definition 1 (Recorded execution and events). A recorded execution is a finite sequence
E={(1,ey,...,e,) of synchronization acquisition events (e.g., locking). Fach evente € E
is associated with: (i) a thread identifier t(e), and (ii) a synchronization resource identifier
r(e). The first event L is used as a marker for the start of the program.

» Definition 2 (Resource and thread set). Given an execution E:

1. The set of resources used in E is R(E) ={r'|Je € E. r(e) =1 }.

2. The set of threads used in E is T(E) = {t' | Je € E. t(e) =t'}.

3. r(L) =7y is a unique resource and t(L) =t is a unique thread, neither are used in the
rest of the log: Vi € {1,...,n} :r(e;) #rL ANt(e) #tL.

» Definition 3 (Program order (Code Order)). For each thread identifier 7, let E; = {e €
E | t(e) = 7}. The program order relation —co is the per-thread order induced by the trace:
forei,ea € E:e; —coea iff tler) =t(ea) A er occurs before es in E.

» Definition 4 (Per-resource recorded order). The per-resource order relation — s captures
the order in which the recorder observes acquisitions of the same resource. For ej,eq € F :
e1 —res €2 4ff T(e1) =r(e2) A e1 occurs before eq in E.

» Definition 5 (Adjacency in any given order). Two events e1,es € E are adjacent for any
given order —+ if e; =2 e and there is no event e € E such that ey —7 € —7 es.

» Definition 6 (Total Order (TO)). A total order is a relation —-10C E X E such that, for
any two distinct events e1,es € E:

1. Totality. e # e = (61 —T10 €2 V €3 =710 el).

2. Consistent with program order. ey —co e —> €1 —T0 €3.

3. Consistency with per-resource order. e; —.cs €6 =—> €1 —T0 €3.

4. Order arioms. — 7o is a strict total order on E: it is irreflexive and transitive.

Remark — Restriction to a resource. For any fixed resource r, the restriction of —,qg
to events on r is a total order over the acquisition events of r observed during execution, and
it is consistent with =10 (i.e., €1 —res €2 implies e; =10 €3).

» Definition 7 (Inter-thread synchronization edges). Let E be an execution. We define the
inter-thread synchronization edges as the set:
—syne = { (e1,e2) | e1 and ez adjacent in —es A t(e1) # t(e2) }.

» Definition 8 (Data-Race Freedom (DRF)). An ezecution E is data-race free if every pair of
conflicting memory accesses across threads is ordered by the program’s synchronization (i.e.,
by the lock/condition-variable discipline captured by —gync and intra-thread control order
captured by —co ).

» Definition 9 (Partial Order (PO)). A partial order is a strict relation -poC E X E defined
as the transitive closure of the program order and per-resource order for any two distinct
events e1,e2 € E: ((e1 —co €2) V (€1 —rsync €2)) = €1 —po €2.

8:5

ECOOP 2026



8:6

Optimizing Record/Replay through RTO and MVX

Algorithm 1 Procedure to build Enonrelazed and Ereiazed- We assume the recorder emits one
particular linearization of some total order that extends —to U —co.

Require: A linearization of —¢ over the events in the execution: (eg = L, e1,€9,...,¢€y,)
Require: r: E — R (resource of an event), ¢:FE — T (thread of an event)
Ensure: Eicjazed € E X B, FEponrelazed © B X E
L Erelaged < 0
2: Fnonrelaged < 0
3: lastAcquisition : R — E < () > partial map, immediately previous acquisition
4: for i+ 1 ton do

5: ri r(e;); ti + te;)

6: if r; ¢ dom(lastAcquisition) then

7 Eronrelazed & Enonretazed U {(€i-1,€;)} > First use of r;
8: else

9: eprev < lastAcquisition|r;]

10: if t(eprev) = t; then

11: Erclazed < Erelazea U {(ep'r’eva 61)} > Same owner
12: else

13: Erponrelazed < Enonrelazed U {(€prev, €i)} > Different owner
14: end if

15: end if

16: lastAcquisition[r;] < e;

17: end for

2.2 Relaxed Total Order (RTO)

» Definition 10 (Relaxed vs. non-relaxed edges (construction)). We construct two sets: (i) a set
of relaxed pairs Frejazed € E X E, and (ii) a set of non-relaxed pairs E,onrelazed € E X E.
FElements of Erelazeq are adjacent in —,es. Elements of Enonrelazed 07€ €ither adjacent in
—res (When the same resource is re-acquired) or adjacent in —1o (when acquiring a resource
for the first time). Algorithm 1 defines how the sets are constructed.

» Definition 11 (Relaxed Total Order (RTO)). The Relaxed Total Order relation —rroC
E x FE is a strict order obtained by the transitive closure of the following base edges:

1. Program-order edges. For any ej,es € E:e1 —co €2 => €1 —RTO €2.

2. Non-relaxed edges. For any ej,es € E : (e1,€2) € Enonrelaxed = €1 —>RTO €2.

In other words: —rto = ( —co U Enonrelaxed )T

As an example, we now describe an execution of Algorithm 1 on the execution from
Figure 1. Table 1 shows the values of e;, r;, t; and the contents of F,onreiazeds Erelazed, and
lastAcquisition for all TO edges depicted in Figure 1: eg, es, ey, €g, es, and eg.

First, Algorithm 1 processes nodes ey and e; and captures the first use of L; and Ly in
Line 6, updating F,onrelazeq in Line 7. Algorithm 1 also captures the last owner of each
resource by updating lastAcquisition in Line 16. Then, Algorithm 1 processes node e4 and
eg, which do not change the ownership of either L; or Ly in Line 10 resulting in adding edges
(e2,e4) and (eg, €6) t0 Erelazed in Line 11, and updating lastAcquisition in Line 16. Next,
Algorithm 1 processes node eg and captures the first use of L3z in Line 6, updates E,onrelazed
in Line 7, and lastAcquisition in Line 16. Finally, when processing node eg, algorithm 1
identifies edge (es,eg) as nonrelaxed due to the change in ownership of L3 which causes
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Table 1 Trace of running Alogrithm 1 on the execution from Figure 1.

€i i ti | eprev t(em'ev) ==1; | Enonrelazed Erelazed last Acquisition

e | L1 | Th L — {(L,e0)} 0 {L1 = eo}

es | Lo | Ty L — {(L,e9), (€0, e2)} 0 {L1 — €9, Lo — ea}

ey | Ly | Tn e true {(L,e0), (eg,e2)} {(e2,e4)} {L1 — €9, Lo — e4}

es | L1 | Ty eo true {(L,e0), (eg,e2)} {(e2,€4), (€0, €6)} | {L1 — €6, L2 — eq}

es | Lz | Th € — {(L, eq), (€0, e2), (es,€8)} {(e2,e4), (€0,€6)} | {L1 — €6, Lo — eq,Lg — es}
eo | Lz | T es false {(L,eq), (€0, €2), (e6,€38), (es,€9)} | {(e2,€4),(e0,e6)} | {L1 — es, Lo — €4, L3 — €9}

the test in Line 10 to fail. As a result, Algorithm 1 identifies edge (es, eg) as nonrelaxed in
Line 13, and updates lastAcquisition in Line 16.

2.3 Strictness between RTO, TO, and PO

» Theorem 12 (RTO is no stronger than TO). For any ezecution E, the Relaxed Total Order
relation is included in the Total Order relation: —-rT0C—TO.-
FEquivalently, for all events e1,es € E, if e —rT0 €2 then e; =10 €.

Intuition. RTO keeps a subset of TO’s constraints: it keeps CO (Definition 11), TO
constraints with a first resource usage (Line 7), and inter-thread TO-consistent constraints
which change resource ownership (Line 13). Algorithm 1 does not introduce new other
ordering constraints, so —-rT0C—T0.

Proof sketch. Recall that —grro is defined as the transitive closure of: (i) program-order
edges and (ii) the pairs in Eponreiazed pProduced by Algorithm 1. Program order is preserved
by =10 (by Definition 6), so edges of type (i) are already in —ro.

For edges of type (ii), observe that Algorithm 1 never introduces a new ordering that
is not already present in the input total-order list TO. Algorithm 1 adds an ordering
edge for first-use resources when it inserts the adjacent pair {e;_1,€;} into Enonrelazed

(Line 7); by construction, e;—; immediately precedes e; in the list TO, hence e;_1 —T0 €;.

Algorithm 1 adds an ordering edge eprey —RrTO €; When the owner of a resource changes:
r(eprev) = r(€;) At(epres) # t(e;) (Line 13). We also know that eppe, —rres €; because both
events have the same resource. Then, by Definition 6, we know that epre,, =10 €;-
Therefore, every base edge used to generate —rro is already an edge of —1o. Given
that — 1o is transitive, taking the transitive closure cannot produce an edge outside —To
and thus —-rroC—T10- |

» Theorem 13 (PO is no stronger than RTO). For any execution E, the Partial Order relation
1s included in the Relaxed Total Order relation: —poC—RTO-
Equivalently, for all events e1,e5 € E, if e; —po €2 then ey —RrrTo €2.

Intuition. Under DRF, the cross-thread constraints captured by PO are the inter-thread
handoff edges (where ownership of a resource changes). RTO keeps all such handoffs (as PO
does), and adds more order by totally ordering first uses globally.

Proof sketch. By Definition 9, —po is the transitive closure of -co U —gync. Thus it
suffices to show -coC—rro and —syncC—RTO-

First, —grro contains all program-order edges —co by construction.

Second, consider any (e1, €2) €—gyne (Definition 7), so €1 —rres €2 and t(e1) # t(ez) (an
adjacent cross-thread handoff on some resource). Event e; is the latest acquisition of the

resource when es happens, therefore, in Algorithm 1, when e; = ea we know that epre, = e€;.

8:7
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Given that ownership differs, Algorithm 1 adds such edges directly to E,onrelazed (Line 13),
yielding the e; —rro €2 edge (Definition 11).

Therefore —co U —syneC—rT0 and taking transitive closure gives -poC—rr0.

Finally, RTO is often strictly stronger than PO: if a resource r is acquired for the first
time by an event e, then PO imposes no inter-thread ordering on e (there is no prior owner
to induce a —gync edge). In contrast, Algorithm 1 captures such first uses (Line 7) and adds
them to E,onreiazeq following TO, thereby adding inter-thread order between e and other
events. |

2.4 Correctness of RTO

Under the DRF assumption of Section 2, all inter-thread communication happens via
synchronization operations on shared resources. Consequently, the observable behavior of
an execution is determined by: (i) intra-thread program order, and (ii) the relative order of
synchronization across threads.

» Definition 14 (Observational equivalence). For any execution E, let —up be the induced
happens-before relation on events of E, defined as the transitive closure: (—co U —sync)™
Let Ey, and ER be two executions of the same DRF program (i.e., recorded in the Log and
Replayed). Ep, and ER are observationally equivalent (i.e., Fr, & ER) if there is a bijection
¢ : By, — ER that matches events from Ey, to ERr such that:

1. Same thread acquires same resource: Ve € Ey, : t(e) = t(p(e)) Ar(e) = r(¢(e))

2. Preserves —up: Vei,ea € Ep, i e1 —hg ea = ¢(e1) —Lig ¢(ea)

» Lemma 15 (DRF reduction to preserving happens-before). Consider an execution E that is
data-race free (Definition 8), any replay execution Er over the same program and the same
set of synchronization events as E, such that Er respects —up (i.e., —up is a subset of the
replay order of Er) (Definition 14). To establish correctness for a record/replay scheme on
DRF executions, it suffices to show that the replay enforces —up. Then E ~ Eg.

Proof sketch. Fix a DRF execution E. By the DRF assumption, all inter-thread communi-
cation that can affect visible outcomes is mediated by synchronization, and thus is ordered by
—sync. All intra-thread communication relevant to outcomes is ordered by —co. Therefore,
any two executions that preserve all —co edges and all —4yn. edges preserve the same
happens-before relation —yg.

Standard DRF reasoning implies that once —yp is fixed, the program’s visible outcomes
are uniquely determined up to reordering of independent steps. We use only the following
consequence: reordering steps that are not ordered by happens-before cannot change the
values read by the program or the externally visible I/O. Hence any replay Er that respects
—yup must be observationally equivalent to F.

Operational note: our event set E logs successful synchronization acquisitions; releases do
not need to be logged explicitly because the lock semantics implies that the next successful
acquisition of the same resource is ordered after the previous release, and this is precisely
what —gync models (via —,es across threads). <

» Theorem 16 (Correctness of RTO for DRF executions). Let E be a recorded execution and
assume E is DRF as in Lemma 15. Let —grro be the relation defined in Definition 11.
Then any replayed execution Er that enforces —grro satisfies E ~ ER.

Proof sketch. By Theorem 13, -poC—rr0. By construction of —po (Definitions 7 and 9),
—po contains all —4y,c edges induced by inter-thread acquires on the same resource, and
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—po also contains all —co edges. Therefore, (—co U —>Sync) C —=po € —RrT0, Which

implies -y C—grr0. Hence any replay that enforces —rro necessarily enforces —ygp.
Applying Lemma 15, any replay that respects —yp is observationally equivalent to the

recorded execution E. Thus enforcing —grro is sufficient for correctness. |

3 Design

This section describes the design of an RR system that uses RTO to capture inter-thread
orderings in a recording log, which can later be replayed to observe the same execution
(Section 3.1), and the design of a novel combination of MVX with RR to improve the
performance of recording 1/O bound programs (Section 3.2).

3.1 Capturing and enforcing Relaxed Total Order (RTO)

This section expands the formalization in Section 2 to describe how to design a system
that captures and enforces RTO. Note that we define RT'O from the sets of edges between
synchronization acquisition operations Eponreiazed and Erejazeqd using Algorithm 1, which
takes as input a list of events ordered by Total Order (TO). As such, it is reasonable to
assume the recorder already captures TO, and the replayer already enforces it. In this section,
we explain how to design a recorder that captures RTO by building such sets from TO, and
replayer that enforces RTO.

3.1.1 Capturing TO with one global vector clock

One common way to capture TO in both RR and MVX to use one global vector clock (VC)
with one vector entry per thread. To record each successful synchronization operation on
thread T;, the system increments position 4 in the VC and scans the contents of the whole
VC to obtain a unique timestamp (TS) that totally orders the event (thus capturing —ro
used in Section 2). Furthermore, the increment and scan must be atomic.

For instance, Figure 2 shows an execution in which the recorder logs the order between
events eg and e; by incrementing the VC from (0,0) to (1,0) in 77 and then to (1,1) in T5.
The TO recorder saves those events in the log together with their respective TS. Later, a
replayer can ensure the same order of events, even if T5 reaches ey first because the TS of e;
is (1,1) and incrementing the replayer VC yields (1,0), which does not match the recorded
TS (1,1). The replayer thus pauses T5 until the VC updates to a compatible state, which
happens once T; reaches eg.

3.1.2 Capturing RTO

Algorithm 1 iteratively processes a sequence of events in a total order. Implementing such an
abstraction directly requires storing an unbounded number of old events for an unbounded
amount of time in lastAcquisition, which is hard to implement efficiently in practice. Instead,
our design captures the RTO order via a combination of each resource’s last owner (the

thread which last acquired the resource) with the global VC already present to capture TO.

This is a conservative approach that, in the worst case, captures some stricter TO orderings
by accident. However, such a pragmatic approach results in the dramatic performance
improvement we report in Section 5.

Tracking Fyejqzeq Via resource ownership. Our design associates each resource with its
last owner, initially set to ¢, in Definition 2 in Section 2.1 (i.e., no thread has acquired this
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TO Record RTO Record

Critical section . Non-critical section

Ordered TS Event identifier
Relaxed TS —>» Recorded order

Figure 2 Possible execution recorded using TO and RTO, together with TO time-stamps and
RTO relaxed events.

resource yet). Tracking the last owner still allows the recorder to distinguish between relaxed
and non-relaxed edges (Line 10 in Algorithm 1). For instance, in Figure 2, notice that the
last owner of L; on ez does not change, which allows T} to make progress without any RTO
constraints (equivalent to Line 11 in Algorithm 1).

Incrementing a VC during recording involves returning a timestamp (a snapshot of the VC
after the increment) to write to the log. Later, during replay, incrementing a VC synchronizes
on the timestamp read from the log, potentially waiting until the global VC matches the
recorded timestamp. Both the snapshot and the synchronization are costly operations that
can be skipped for relaxed events. To support efficient RTO, our design requires the ability to
increment the VC without making a snapshot or synchronizing. We denote such increments
in our example as (2, 7) as we ignore other threads’ entries. Given that replaying RTO relaxes
the ordering, e; may execute before or after eg, which results in VC (2,1) or (2, 2) after T’s
increment, respectively.

Tracking E,onrelazed Via the global VC. When resource ownership changes (past first
usage), RTO imposes an ordering relationship with the previous event that acquired the same
resource (Line 13 in Algorithm 1). In the example we are following, this is the ordering RT'Oo
in Figure 2 between e3 and e4. Our design tracks epre, indirectly using the pre-existing VC
required for TO via the TS in ordered events. In this case, e4’s TS is (3,2). Note that T7’s
VC entry, “blindly” incremented when relaxing es, still matches 7T7’s TS on e4: 3. This is
the reason why relaxing events still requires incrementing the VC, so that a later ordered TS
still matches. Note also that all the other threads’ entries (only 75 in this case) capture the
RTO ordering: 2. As a result, the recorder need not to record (2,?) for relaxed events such
as ez (a RELAXED tag suffices) because a later ordered event (such as e4) carries a TS that
establishes the ordering constraints.

Fast relaxed events at the cost of stricter non-relaxed constraints. Our design
uses a global VC and tracks ownership to minimize overhead when executing relaxed events.
Relazxed events are never ordered in any way and require no waiting on the replayer.
However, our design may impose stricter restrictions on non-relaxed events than the
intended RTO constraint. For instance, consider the execution in Figure 3. The key RTO
constraint is RT'O; between T} and T,, which ensures that ez executes after eg. If the
replayed T7 manages to reach es earlier still in an RTO-compliant instant (e.g., concurrently
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TO Record RTO Record RTO Replay
ey @
L011 — Runs
TO;, Rﬁ faster
&1 &1
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TO, RTO,
'@ &2 @ (J &2 (
L1 (—TO3 L2 L1 L2
13 T 04 03 13 03
ey ey
Ly Ly
14 14 ]

Critical section . Non-critical section . Wait

Vector clock Relaxed clock Event identifier

—>» Recorded order --)»  Stricter Ordering Enforced

Figure 3 Depiction of a possible execution: recorded with TO, recorded with RTO, and replayed
with RTO. Note that capturing RTO edges using a global vector clock may result in stricter than
necessary orderings. In this case, es is replayed concurrently with es but nevertheless needs to wait
for ez to finish, due to the recorded time-stamp.

with e1), eg’s TS (1, 3) causes the replayer to needlessly synchronize until the VC matches a
later unrelated event es.

The unfortunate fact that ordering events is sometimes stricter than necessary is a
worthwhile trade-off for two reasons. First, synchronization resources are typically sparsely
used [10,31], and split between many threads to minimize contention. If a thread synchronizes

uncontended on a resource once, chances are it will do so again often in the near future.

Furthermore, relaxed events naturally support idiomatic Java code such as wait-notify and
reentrant locks (discussed more in Sections 4.1.1 and 4.1.2, respectively). Second, ordering
events using the VC is already an expensive operation that requires heavyweight inter-thread

communication. We expect that imposing a stricter ordering results in slightly more waiting.

In short, our design is guided by the principle of making an uncommon slow operation
slower to ensure a common fast operation is faster.

3.2 Hybrid MVX/RR

RR typically operates under the assumption that recorded operations are sparse. Even
though such an assumption typically holds for CPU-bound workloads with buffered I/0, it
breaks for I/O-bound workloads, resulting in pathologically high performance overhead (as
high as 4.6x-8.3x, see Section 5.5). Figure 4-RR shows why: the (online) recorder effectively
doubles the I/O performed — once with the underlying OS, and a second time to record
operations in the log. One possible solution is to simply skip such I/O and require the

replaying system to match the state of the system that captured the recording [8,9,15].

Unfortunately, such an approach negates one of the main strengths of RR: one system can
record a log that a completely different system can still replay [22]. Another option is to
spawn a new process dedicated to write the log [21], which slows the recorder as it still
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Figure 4 RR, MVX, and Hybrid MVX+RR architectures.

doubles the I/O performed, even if using an more efficient inter-process communication
mechanism.

To provide efficient support for recording I/O-bound workloads, we propose a novel
combination of Multi-Version eXecution (MVX) with RR. Modern MVX architectures [14,
23,24,27,34,36], depicted in Figure 4-MVX, deploy many wariants executing diversified
versions of the same program (e.g., combining incompatible dynamic analyses over the same
execution [23]) with one leader acting as a recorder and generating an online log (buffer)
of non-deterministic operations that potentially many followers drain to obtain the same
non-determinism for the same operations. The user always interacts with the leader, as the
followers execute in the background (e.g., “catching-up” as they run heavy dynamic analyses
after a native leader, effectively masking the overhead/latency [23]).

We propose a hybrid MVX/RR recorder, as shown in Figure 4-Hybrid that generates
recording logs replayable by unmodified (offline) recorders. The main insight is that a follower
variant can access the same system state as the leader while the leader executes. Building
on that insight, we use propose a recorder that deploys the same program as both leader
and follower using a modified MVX system that only buffers events from the leader that the
follower cannot access on the same system (e.g., network I/O and concurrency-related events).
The follower writes the recording log by executing the same program as the leader, obtaining
as much information as possible from the (same) underlying system without involving the
leader, and obtaining as little information as needed from the leader via the MVX buffer. As
a result, the leader executes unimpeded by logging large amounts of I/O that the trailing
follower can replicate and log accurately.

4 Implementation

We implemented a prototype for Relaxed Total Order (RTO) and Hybrid MVX/RR on
on top of a state-of-the-art MVX and RR system for Java — JmvX [28] — which support
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18: //Recorder 39: //Replayer

19: void monitorenter(Object o){ 40: void monitorenter(Object o){
20: Thread t = currentThread(); 41: Thread t = currentThread();
21: JMVX .monitorEnter (o) ; 42: //read from log

22: Clock cl = globalClock.inc(t); 43: Event e = readLog();

23: 44 switch(e.tag){

24: //cannot track 45: case TOTAL:

25: if(lo instanceof OwnedObject){ 46: globalClock.sync (e.clockCopy) ;
26: record (TOTAL, cl); 47: //fallthrough

27: return; 48: case RELAXED:

28: } 49: JMVX .monitorEnter (o) ;
29: 50: globalClock.inc(t);
30: //can track 51: return;

31: OwnedObject u =(OwnedObject)o;  52: }

32: if (u.owner == t) { //relazed 53: }

33: record (RELAXED, null);

34: } else { //total order

35: u.owner = t;

36: record (TOTAL, cl);

37: }

38: }

Figure 5 Implementation of acquiring a lock (monitorenter) for the recorder (left-hand side)
and the replayer (right-hand side).

multi-threading by capturing the Total Order (TO) of synchronized events via a global vector
clock, and combines MVX and RR in a single system. Furthermore, the source code [1]
and a research artifact [29] are publicly available. We believe the techniques we describe in
Section 3 can be applied to other languages and MVX/RR systems that capture TO using
vector clocks besides Java and JMvx [14,23].

4.1 RTO Implementation

Recall from Definition 1 in Section 2.1 that, for each synchronization acquisition event e,
we require the resource r(e) and the thread t(e). Also, our design (Section 3.1) requires a
mechanism to associate each resource to the last thread that acquired it (instead of the last
acquisition event used in Algorithm 1).

JMVX intercepts monitor acquisitions via instrumentation that redirects them to method
<role>.monitorenter as shown in Figure 5 for roles Recorder and Replayer. For each
acquisition, JMVX captures the resource r(e) as argument o, and thread ¢(e) as the current
thread t. We note that JMVX produces per-thread logs, so all entries in a given log belong
to the thread using that log. The only information missing is the last thread that acquired
the resource.

Keeping a map from each resource to the last owner is not practical for two rea-
sons. First, any object in Java can be used as a synchronization resource, and concur-
rent Java programs rely on fine-grained locking (e.g., highly concurrent data-structures in
java.util.concurrent, used by many Java programs), resulting in a large map in memory.
Second, such a map is subject to high contention as many threads attempt to access last
owners in parallel.

Instead, we extend JMVX’s instrumentation pass to: add a field to all classes to track
the last owner. We note that we cannot add such field to the base class java.lang.0Object
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because doing so breaks internal JVM assumptions about the sizes of objects and offsets of
certain fields (e.g., the field that keeps the native stack trace on java.lang.Exception) [5,
25, 28], resulting in a crash. We modify the class hierarchy instead so that all direct
subclasses of java.lang.0Object (including classes without any explicit superclass) extend
jmvx.OwnedObject instead, which in turn has field jmvx.OwnedObject.lastOwner. We
represent the lack of previous owner (¢, in Definition 2) simply as null. Modifying classes
inside the package java.lang results in crashes similar to the crash experienced with
java.lang.0Object, we believe the crashes have the same root cause (i.e., our changes
break assumptions on the size and layout of certain objects). As a consequence, we take a
conservative approach and never relax events for which the resource is an object belonging
to any class in java.lang.

The left-hand side of Figure 5 shows how the recorder implements RTO. First, the recorder
acquires the monitor (Line 21) and increments the global vector clock, obtaining a copy that
can be used as a time-stamp (Line 22). Line 25 checks if the object is instrumented; i.e., is
not part of java.lang. If it is not, then the recorder logs the vector clock in a nonrelaxed
fashion and returns (Lines 26-27). Next, the recorder determines if the monitor’s acquisition
can be relaxed (Line 32) via check adapted from Algorithm 1 (line 10). If the last owner
matches the current one, then the synchronization can be relaxed (Line 33), and the recorder
logs a relaxed marker. Otherwise, the recorder updates the object’s owner (Line 35) and
records the time-stamp obtained above in the log (Line 36).

The right-hand side of Figure 5 shows the replayer implements RTO. First, the replayer
obtains the next event from the recording log (Line 43). A totally ordered event (Line 45)
causes the replayer to synchronize the provided time-stamp with the global vector clock
(Line 46), which in turn causes the thread to wait until at least all prior (with respect to the
total order) monitor entry events complete. Relaxed markers skip synchronization (Line 48).
Either way, the replayer acquires the lock (Line 49). Note that the replayer always increments
the clock (Line 50) so that the time-stamps of future events matches.

4.1.1 wait/notify

In Java, Object.wait releases the monitor and blocks until another thread acquires the same
monitor and calls Object.notify on the same object. Such wait calls inherently involve
a transfer of ownership and cannot be relaxed. However, it is a good practice [12] to call
wait with a timeout that expires if no other thread notified the same object. In that case,
the timeout causes wait to re-aquire the same monitor and return. RTO naturally relaxes
(common) expired wait calls.

4.1.2 Reentrant monitors

In Java, it is idiomatic for synchronized methods to call other synchronized methods.
For instance, Figure 6 shows a possible method isEmpty implemented by calling method
size, both synchronized. Given that both methods are synchronized, the program calls
monitorenter twice on the same object: once when entering method isEmpty, and a second
time when entering method size. We note that RTO naturally relaxes this very common
case, as the same thread is guaranteed to be the last owner when re-entering a lock.

4.1.3 Spinning vs waiting

JMVX’s design assumes that replayer threads experience short waits for events on a global
vector clock synchronization (Line 46), because enforcing a total order naturally keeps the
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54: synchronized boolean isEmpty(){ 57: synchronized int size(){
55: return this.size() > 0; 58: //compute the size
56: 7} 59: return ...

60: }

Figure 6 An example of code which acquires a monitor multiple times. Calling isEmpty acquires
the monitor once, and the internal call to size acquires it again.

progress of threads clustered together (i.e., the difference between elements in the global
vector clock is small). When a replayer thread is much faster than in the recording, the total
order causes such fast thread to wait to synchronize with the recorded total order. Such a
fast thread cannot keep making progress until other threads catch up.

Given such short waits, JMVX uses busy waiting (i.e., spinning) to ensure threads waiting
on vector clock synchronization react as quickly as possible to an update as other threads
“catch-up”. RTO fundamentally breaks the “short waits” assumption. Using RTO,
synchronizing on the vector clocks happens only ownership changes: a thread attempts to
acquire an object that was acquired by another thread. Such an observation has two important
consequences: (1) there is a dramatically lower number of total order synchronization events,
and (2) synchronizing on the vector clock may take a longer time, which defeats the idea of
spinning while waiting in Line 46.

Turning frequent small waits into infrequent longer waits means that spinning is not the
best approach anymore. Instead, we can use wait/notify. As explained in Section 4.1.1
above, calling wait suspends the current thread until another thread calls notify on the
same object (or a timeout occurs).

Deciding between spinning and waiting depends on the program being run. For instance,
when there are more threads than CPUs, waiting effectively releases a CPU so that a ready
thread that can make progress. On the other hand, spinning can react to vector clock updates
much faster than waiting. Given that there is no clear winner, we implemented a hybrid
strategy that adapts between spinning and waiting based on the perceived behavior of the
target program. First, threads wait by spinning until they have observed 1,000 failed spin
loops, which indicates that the current synchronization operation is under contention. In
that case, the thread backs-off to a padded array to avoid cache-coherence traffic. Threads
track the ratio of back-offs to successful synchronizations, and, when it becomes larger than

2, threads snoop on the other threads’ ratio to compute the global ratio of the whole program.

Our implementation changes to waiting when the ratio is below % or above 2. If the ratio is
1

between 3

and 2, our implementation spins.

4.2 Hybrid MVX/RR

To implement the hybrid MVX/RR we describe in Section 3.2 (Figure 4), we started by
modifying the existing JMvX’s leader to skip most file I/O operations, creating the new
recorder-leader (RL) variant. We then created a recorder-follower (RF) variant in two steps:
(1) combining the existing follower with the existing recorder, to create the recording log by
draining the buffer from the leader; and (2) issuing the same file I/O operations that the RL
skips to the underlying OS. Step 2 allows the RF to log the same file I/O as the RL with
zero communication between variants, or any extra I/O from the RL to generate the log.
We note that not all file I/O operations can be skipped, in particular: checking the status
of files (i.e., the stat family of operations), and deleting files. First, it is idiomatic for
programs to check if a file exists before creating it. Such a check fails on the RL, causing it to
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create the file. Then, the same check succeeds on the RF, causing a divergence. Our proposed
hybrid MVX/RR still communicates operations that check the status of files. Second, it is
also idiomatic to create files, read data from them, and then delete them (e.g., extracting a
compressed file from an archive). Such programs may result in the RL deleting the file before
the RF has a chance to open it, resulting in a divergence. Our proposed hybrid MVX/RR
does not delete files from the RL, postponing them until the RF reaches the same operation.

Finally, we note that random access files in Java are always opened for both reading
and writing. Allowing the RF to read from a random access file that the RL is actively
writing results in the RF observing corrupted data, which in turn leads to a divergence. Both
variants track uses of random access files, so that the RL skips communicating reads until it
observes a write. After the first write, the RL sends reads to the RF.

4.3 Limitations

As we explain in Section 4.1, our prototype does not support relaxing operations on objects
being used as synchronization resources that belong to the java.lang package. We also
inherit all JMVX’s limitations, as it is our base system, such as assuming the target programs
do not use non-blocking synchronization.

5 Evaluation

In this section we evaluate our prototype implementation, answering the following Research

Questions (RQs):

RQ1: What is the runtime performance improvement when using RTO for RR?

RQ2: What is the impact on memory usage when using RTO for RR?

RQ3: What is the runtime performance improvement when using RTO for MVX?
RQ4: How much memory does RTO save in recordings?

RQ5: Which vector clock synchronization strategy yields the lowest runtime overhead?
RQ6: Do RR systems suffer from poor performance on I0 bound workloads?

RQT7: What is the runtime performance improvement when using Hybrid MVX/RR to
record 10 heavy programs?

RQ8: What is the runtime performance impact when using Hybrid MVX/RR to record
common workloads?

To answer a majority of these questions we will analyze how our changes impact the
performance of JMvX. Unfortunately, it is difficult to make direct comparisons to other
RR and MVX systems. With respect to Java based RR systems: Chronicler [6] does not
support replay; Octet [8,9] and DejaVu [16] use different VMs with custom modifications;
LEAP [15] does not record IO nor does it support the same VM version (JDK 7 and lower
due to a dependency); and JaRec [11] is not publicly available. In addition, Octet and LEAP
make different assumptions on DRF, making comparisons against JMvX unfair. Other lower
level RR systems [17,19, 21,22, 32], would have to record and replay the JVM, including
inherently non-deterministic features like the garbage collector and just-in-time compiler.
Such systems either outright crash or suffer from poor performance due to recording/replaying
the underlying VM [28]. To our knowledge there is no other MVX system besides JMvX that
supports the JVM.

Section 5.5 uses the industry-strength rr [22] to demonstrate the severity of IO overhead.
For fairness (i.e., so rr does not have to record and replay the entire JVM), we compare rr
executing native dd against a Java equivalent for JMVX.
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Table 2 Comparison between the JMVX configured to act as close to its original publication as
possible and JMVX’s original published performance. Old columns are taken from the paper, and we
recomputed the averages to account for the missing benchmark "h2 server".

Harness Runtime (msec) Overhead
Benchmark Vanilla Recorder | Old Rec. | Replayer | Old Rep.

avrora 12333.333 +- 35.921 1.137x 1.26x 0.698x 1.28%
batik 8941.000 +- 100.792 1.071x 1.08x 1.066x 1.04x
fop 7693.667 +- 65.041 1.211x 1.18x 1.287x 1.17x
h2 11083.333 +- 137.849 1.438x 1.62x 2.169x 2.60x
jme 9113.667 +- 19.732 1.065x 1.05x 1.080x 1.15x
jython 29004.000 +- 148.354 1.651x 1.87x 1.643x 2.14x
luindex 2403.000 +- 30.315 1.233x 1.35x% 1.121x 1.65x
lusearch 2373.667 +- 147.242 1.253x 1.32x 3.494x 4.10x
pmd 16072.000 +- 319.526 1.159x 1.11x 2.659x 2.31x
sunflow 31570.333 +- 719.952 0.924x 0.90x 1.001x 0.96x
xalan 8445.667 +- 281.521 1.171x 1.17x 2.208x 1.95x
AVG — 1.210x 1.26x 1.675x 1.85x

5.1 Experimental Setup

We use the Dacapo benchmark suite [7] to evaluate the performance of JMVX [28] after
implementing RTO and the Hybrid RR/MVX. We use the same benchmarks used to evaluate
JMVX, except for the h2 server variant (we do test on the in-memory variant included with
Dacapo). We follow a similar evaluation to JMvX, and use h2, luindex, and lusearch from
Dacapo version 9.12 (dubbed Bach), and the rest of the benchmarks from version 23.11 (the
newest version at the time of writing, dubbed Chopin).

To evaluate the hybrid MVX/RR system, we use a Java implementation of dd [26], and
compare the overhead of our prototype against rr [22] recording the same workload using
regular dd.

For each benchmark we execute the vanilla uninstrumented benchmark 10 times. Then
we execute the record/replay phases 10 times. We report overhead the average record/replay
time normalized to the average vanilla runtime. For hybrid MVX/RR, recording time is the
leader’s execution time as that is the variant a user would interact with.

We conducted all experiment on a NUMA machine running Ubuntu 22.04.3 LTS, equipped
with four Intel(R) Xeon(R) Gold 5318H CPU nodes, each with 194GB of RAM. We limited
experiments to an single node (18 physical cores with hyper-threading disabled). RR
experiments were allotted half of the available cores. Hybrid MVX/RR experiments allot
half of the cores to the leader and the other half of the cores to the follower. When possible,

we limited the Dacapo benchmark to use 9 threads, but some benchmarks ignore the setting.

5.2 Baseline

Since its original publication, JMVX has undergone many “quality of life” code improvements
that may have shifted the original performance [28]. We established the baseline performance
by rerunning the benchmarks reported in JMVX’s original paper with the same configuration
as the original publication: using total ordering (Section 3.1), and spin based backoffs for
the vector clock (Section 4.1.3). Table 2 shows the results for all benchmarks we use. The
baseline recording performance remains comparable, and replaying is now 21% faster.
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Table 3 Performance comparison of JMVX’s RR mode with RTO and the wait-notify vector clock
enabled.

(a) Recorder (b) Replayer
Benchmark | TO RTO Delta Benchmark | TO RTO Delta
avrora 1.137x | 1.116x | -0.021 avrora 0.698x | 0.707x | 0.009
batik 1.071x | 1.067x | -0.004 batik 1.066x | 1.066x | 0.000
fop 1.211x | 1.203x | -0.008 fop 1.287x | 1.296x | 0.009
h2 1.438x | 1.049x | -0.389 h2 2.169x | 1.577x | -0.592
jme 1.065x | 1.065x | 0.000 jme 1.080x | 1.078x | -0.002
jython 1.651x | 1.422x | -0.229 jython 1.643x | 1.448x | -0.195
luindex 1.233x | 1.203x | -0.030 luindex 1.121x | 1.084x | -0.037
lusearch 1.253x | 1.281x | 0.028 lusearch 3.494x | 1.462x | -2.032
pmd 1.159x | 1.124x | -0.035 pmd 2.659x | 1.486x | -1.173
sunflow 0.924x | 0.898x | -0.026 sunflow 1.001x | 1.029x | 0.028
xalan 1.171x | 1.252x | 0.081 xalan 2.208x | 2.254x | 0.046
AVG 1.210x | 1.153x | -0.057 AVG 1.675x | 1.317x | -0.358

5.3 RTO Optimization

To understand the impact of RTO (Section 3.1), we recorded and replayed the execution of
all benchmarks in the DaCapo benchmark suite compatible with JMvX. We compare against
JMmvx’s original Total Order (TO) implementation.

5.3.1 Performance overhead

Table 3 shows the results as reported by DaCapo’s test harness when comparing the record
and replayer modes of JMVX with TO and RTO. The overhead presented in the table was
computed by normalizing the average of 10 runs (without warmups) to the average of 10
uninstrumented runs of the benchmark.

The results show that RTO reduces the overall performance overhead in half for both
recording, from 21.0% to 15.3%, and replaying, from 67.5% to 31.7%. RTO captures
fewer events, which in turn translates to faster recording and replaying times. On the other
hand, replaying strictly TO involves lengthy wait times for all threads to reach the same
scheduling. Taking a closer look at particular benchmarks that experience high concurrency
(h2, lusearch, and pmd), we can see a significant improvement when replaying because
RTO allows the replay to relax such wait times. Jython is single-threaded but uses a large
amount of synchronization to enforce single-threaded semantics when executing Python code
in multi-threaded Java. In this case, RTO naturally relaxes all lock acquisitions because
there is only one owner for all locks, resulting in a faster recording and replay. As expected,
benchmarks that do not experience such high levels of concurrency do not see a clear benefit
(or penalty), with results within experimental error.

Answer to RQ1: RTO reduces the overall performance overhead of recording and replay-
ing by half, from 21.0% to 15.3%, and from 67.5% to 31.7%, respectively. As expected,
replaying benefits the most. Focusing on replaying benchmarks with high concurrency (h2,
lusearch, and pmd), the overhead drops dramatically from 177.4% to only 50.8%. RTO
also helps benchmarks that use synchronization on a single thread (e.g., Jython), dropping
the overhead from 64.3% to 44.8%. We note that RTO does not hurt performance (slower
results are within experimental error).



D. Schwartz and L. Pina

Table 4 JMvXx’s MVX mode with RTO.

Leader Follower
Benchmark TO RTO TO RTO
avrora 1.212x | 1.191x || 1.201x | 1.648x

batik 1.067x | 1.075x || 1.011x | 1.020x
fop 1.153x | 1.160x || 1.158x | 1.160x
h2 1.437x | 1.373x || 2.366x | 1.924x
jme 1.047x | 1.045x || 1.228x | 1.200x

jython 1.761x | 1.800x || 1.911x | 1.965x
luindex 1.299x | 1.278x || 1.298x | 1.277x
lusearch 1.313x | 1.274x || 3.309x | 1.476x

pmd 1.109x | 1.096x || 2.462x | 1.387x
sunflow 0.956x | 0.975x || 1.059x | 1.043x
xalan 1.497x | 1.297x || 2.095x | 1.510x
AVG 1.259x | 1.233x || 1.736x | 1.419x

Regarding memory overhead, our approach has the baseline overhead from JMVX plus
one field per object (not belonging to the java.lang package) to track the last owner
(Section 4.1). We ran the same memory overhead experiment from the original JMVX
publication for recording [28], and measured 1.15x memory overhead (in line with the original
1.22x).

Answer to RQ2: Capturing RTO does not impact the memory overhead significantly
when compared to the original TO implementation, changing the overhead from 1.22x to
1.15x.

Given how flexible JMVX is, our prototype implementation of RTO works for MVX out
of the box. We ran a second experiment, similar to the record-replay described above, but
using MVX with one leader and one follower instead. Once again, the results presented
are the average of 10 runs, without warmups, normalized against the average time of the
uninstrumented benchmark. Table 4 shows the results. The results are similar to the replay
results described above, with the follower benefiting the most for benchmarks that are highly
parallel — h2, lusearch, and pmd.

Answer to RQ3: RTO also benefits MVX, reducing the performance overhead in the
follower from 73.6% to 41.9%, with the same highly concurrent benchmarks benefiting the
most (h2, lusearch, and pmd) see a combined reduction from 171.2% to 59.6%. The benefits
for the leader are smaller, from 25.9% to 23.3%. However, similarly to record/replay, RTO
never hurts performance.

5.3.2 Log sizes

Our implementation of RTO records relaxed events using a single RELAXED tag instead of
a time-stamp, which reduces the amount of data that needs to be recorded, which in turn
reduces the amount of IO performed. Table 5 shows the proportion of optimized events per
benchmark when using RTO. In addition, it shows the size reduction between an RTO log
and a TO one.

The number of synchronization operations confirms the trends observed in Section 5.3.

The benchmarks that benefit the most (h2, jython, lusearch, and pmd) see the highest
reductions of events — 92% at least — with a similar reduction in overall log size.
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Table 5 Recording sizes after compression (with gzip) when recording with TO and RTO. Monitor
FEvents shows the total number of logged monitor events between both monitorenter and wait
events in all threads. Relazed represents the proportion of vector clocks replaced with relaxed tags
when using RTO. A high proportion suggests that the benchmark experiences time locality when
accessing locks (7.e., when a thread accesses a lock, it is likely that it will access the same lock again
in the near future).

Benchmark | TO (Mb) | RTO (Mb) | Monitor Events | Relaxed
avrora 24.945 22.527 2601539 0.278
batik 150.672 149.404 261120 0.652

fop 35.890 35.304 35661 0.536
h2 74.174 16.178 26383709 0.994
jme 424.156 424.149 2477 0.833
jython 205.782 142.816 32069316 0.981
luindex 22.736 13.345 250006 1.000
lusearch 119.742 91.906 1919219 0.999
pmd 38.448 24.774 4621309 0.920
sunflow 14.911 14.889 1257 0.024
xalan 73.088 45.960 260597 0.012
AVG 107.686 89.205 6218746.363 0.657

Answer to RQ4: Using RTO allows the recorder to log less information reducing the
average log sizes from 107.686 Mb to 89.205 Mb (a 13.3% reduction). In highly concurrent
benchmarks (h2, jython, lusearch, and pmd) at least 92% of synchronization events use less
storage, leading to an average of 37.1% log size reduction for those benchmarks.

5.4 Synchronization Strategies

As we discuss in Section 4.1.3, the original version of JMVX assumes frequent vector clock
synchronization with short wait times in between, an assumption which RTO invalidates.

We measured the impact of different implementations of the vector clock by replaying
all DaCapo benchmarks, with both TO and RTO, and the synchronization strategies we
propose: spin, wait, and adaptive. Spin uses the spinning back-off array from JMVX’s
original publication [28]. Wait relies on wait-notify as opposed to spinning. Finally,
adaptive switches between the two based on the ratio of syncs to back-offs (as described in
Section 4.1.3). Table 6 shows the results. We note that recording does not require waiting
for particular synchronization operations, so we exclude it for this experiment.

The results show that combining wait-notify with RT'O reduces the performance overhead
on the replayer by half, from 67.5% to 35.4%. However, benchmarks based on frequent
fast synchronization operations — avrora and luindex — are still faster when using spinning.
Attempting a balance that achieves the “best of both worlds” further reduces the TO overhead
from 63.0% to 51.4%, and the RTO overhead from 35.4% to 31.7%.

Answer to RQ5: The wait-notify strategy works well for most workloads that do not
require frequent fast synchronization, reducing the overhead from 67.5% to 63.0% for TO
and from 43.8% and 35.4% for RTO. Our proposed adaptive synchronization technique,
that starts by spinning and moves to waiting progressively, further drops the overhead to
51.4% for TO and 31.7% for RTO.
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Table 6 Replayer’s performance using difference vector clock strategies and orderings. Spin
uses the spinning back-off optimization from JMvX’s older version [28]. Wait uses wait-notify and
Adaptive alters between the two strategies based on the ratio of syncs to back-offs.

Spin Wait Adaptive

Benchmark | TO RTO TO RTO TO RTO
avrora 0.698x | 0.683x || 1.483x | 1.617x || 0.704x | 0.707x
batik 1.066x | 1.064x 1.080x | 1.070x || 1.076x | 1.066x

fop 1.287x | 1.281x || 1.286x | 1.279x || 1.295x | 1.296x
h2 2.169x | 1.788x || 1.978x | 1.529x || 2.095x | 1.577x
jme 1.080x | 1.074x || 1.090x | 1.083x || 1.081x | 1.078x

jython 1.643x | 1.456x || 1.775x | 1.579x || 1.727x | 1.448x
luindex 1.121x | 1.076x || 1.155x | 1.120x || 1.102x | 1.084x
lusearch 3.494x | 1.828x || 3.766x | 1.462x || 2.590x | 1.462x
pmd 2.659x | 2.343x || 1.492x | 1.374x || 1.741x | 1.486x
sunflow 1.001x | 0.985x || 1.003x | 0.983x || 1.040x | 1.029x
xalan 2.208x | 2.245x || 1.825x | 1.793x || 2.208x | 2.254x
AVG 1.675x | 1.438x || 1.630x | 1.354x || 1.514x | 1.317x

Table 7 Results from recording dd via rr and jdd via JMvX. Each program was set to copy
100 MBs from /dev/zero to /dev/null. The runtime for dd without recording is presented in the
leftmost "Vanilla Runtime"; this value was taken from the output of dd itself. The rightmost "Vanilla
Runtime" column shows the runtime for the uninstrumented and unrecorded jdd. Overheads for
rr are normalized to dd’s runtime. Similarly, overheads for JMvX’s Recorder as well as our Hybrid
MVX/RR are both normalized to jdd.

dd Java dd
Buffer Size | Vanilla Runtime (msec) | rr Recorder | Hybrid | Vanilla Runtime (msec)
1 bytes 12.294 +- 0.163 8.283x | 1.130x 1.021x | 201966.100 +- 3634.945
512 bytes 13.219 +- 0.255 8.475x | 1.726x 1.116x | 495.300 +- 4.762
8192 bytes | 27.281 +- 0.166 7.428x | 4.371x 1.448x | 88.400 +- 3.307
16382 bytes | 42.253 +- 0.125 6.697x | 4.472x 1.435x | 81.300 +- 4.762
AVG — 7.721x | 2.9256x 1.255x

5.5 MVX Recorder

Our intuition is that RR systems struggle on 10 bound programs. We recorded dd, a simple
program which copies bytes from one stream to another using a provided block size, with
the industry grade tool rr to see if 10 is a pathological performance case. Our selection of
dd was inspired by the experimental evaluation of SaBRe [4]. In addition, we implemented a
simple Java version of dd, which we refer to as jdd, and measured JMVX’s performance as
well. We used three buffer sizes — 1 byte, 512 bytes (dd’s default), and 8192 bytes (8 kbs,
Java’s BufferedInputStream default) — to copy 100MB from /dev/zero to /dev/null.
Table 7 shows the results for rr, JMVX’s regular recorder, and our MVX recorder approach.

Answer to RQ6: Both rr and JMvX’s struggle to record a purely IO bound benchmark,
introducing 672.1% and 192.5% overhead respectively.

Answer to RQ7: Combining MVX with RR is an effective technique handle I/O
bound workloads as JMVX’s overhead dropped from 192.5% to 25.5%. In absolute terms,
combining MVX with RR can result in faster recordings than using rr on similar native
code: 128msvs 203ms.
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Table 8 Hybrid MVX/RR compared with JMvX’s recorder for Dacapo

Total Relaxed

Benchmark | Recorder | Hybrid || Recorder | Hybrid
avrora 1.137x 1.117x 1.116x 1.135x
batik 1.071x 1.090x || 1.067x 1.084x

fop 1.211x 1.152x || 1.203x 1.148x
h2 1.438x 1.423x || 1.049x 1.222x
jme 1.065x 1.067x 1.065x 1.068x

jython 1.651x 1.732x 1.422x 1.652x
luindex 1.233x 1.381x 1.203x 1.347x
lusearch 1.253x 1.254x 1.281x 1.270x
pmd 1.159x 1.150x 1.124x 1.140x
sunflow 0.924x 0.962x 0.898x 0.931x
xalan 1.171x 1.167x 1.252x 1.088x
AVG 1.210x 1.227x 1.153x 1.189x

We recorded the DaCapo suite using our hybrid MVX recorder to understand the
performance impact on a more general workload. We test with both TO and RTO based
concurrency mechanism. Table 8 shows the results.

Benchmarks in the DaCapo suite are CPU bound and perform little I/O, mostly buffered.
Furthermore, most of the I/O in each benchmark (e.g., uncompressing files for processing by
the benchmark) happens outside of the timed harness. As a result, the potential performance
improvement for the hybrid MVX recorder is low. Still, we can see that some benchmarks
benefit from the hybrid MVX recorder: fop (code linter), sunflow (3D ray tracer), and xalan
(XML file transformer). For the rest of the benchmarks, the hybrid MVX recorder stays
within the same level of overhead as the regular recorder. Overall, using the hybrid MVX
recorder does not hurt the performance of more common workloads.

Answer to RQ8: Hybrid MVX recording does not penalize common workloads that are
CPU-bound. The performance is comparable to a regular recorder.

5.6 Threats to validity

The threats to the validity of our experiments are:

Benchmarks represent common software workloads, but not all possible workloads, and
therefore our results may not hold for all types of programs [2,3].

There are sources of randomness that we cannot control, such as the Just-In-Time
compiler, Garbage Collector, and the scheduler of the underlying Operating System. Each
can introduce noise in the runtime performance data at random points. We mitigated
this threat by running each result 10 times and reporting the average.

We collected all results using a single large NUMA machine, which may not be represen-
tative of performance on smaller machines.

The hardware built-in thermal throttling logic may reduce the performance during
experiments as the CPUs warm up. We mitigated this threat by fixing the frequency at
its minimum for all experiments, disabling turbo boosting, and staggering experiments
over time.
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6 Related Work

Record/Replay systems

Octet [8,9] is a RR system that captures cross-threads dependencies with a high level
of granularity (single shared variables), which can be used to record [9] and replay [8]
Java programs. Octet captures the true Partial Order in which each thread accesses each
shared memory location, which allows Octet to elide synchronization operations during
replay. For instance [8]: “two critical sections that acquire the same lock but do not have a
data dependence between them, can execute in parallel in the replayed execution”. However,
capturing such a fine-grained level of concurrency comes with the expected costs: 31%
performance overhead when recording and 49% when replaying. Furthermore, Octet’s RR
only captures inter-thread dependencies (i.e., no I/0, class loading, or any other sources
of non-determinism) and requires a custom JVM. Our RTO design builds on JMVX, which
captures all non-determinism on an unmodified JVM, and still captures enough inter-thread
dependencies for accurate replay but with dramatically lower costs, even though our proposed
technique cannot reproduce data-races.

Castor [21] is an RR system that relies on hardware timestamps to capture the (partial)
order of events across threads with zero synchronization. When replaying, Castor needs to
sort the log first to obtain a total order of events, and relies on transactional memory to
do so efficiently. Our RTO approach does not require sorting or other log post-processing
before replay, and does not require special hardware for high performance. Similarly to our
approach, Castor uses two processes to record: the program being recorded, and a special
recording agent. Castor’s program writes all captured events to shared memory, which
the recording agent then writes to the recording log. Our Hybrid RR+MVX approach is
fundamentally different. The leader only captures multi-threading and networking events,
and does not capture file I/O. The follower then can reconstructs the skipped events by
executing the same program on the same system.

LEAP [15] uses a static analysis to over-approximate globally accessible variables that
can be modified by many threads, and records the partially-ordered updates of such variables
using Lamport clocks [18]. When replaying, LEAP requires a thread scheduler to post-process
the log and ensure threads match the recorded partial order. Similarly to Octet, LEAP can
replay data-races by capturing a finer granularity of events than our proposed RTO with

the expected higher costs: 626% for recording the Avrora benchmark, and 74% for lusearch.

Building on JMVX, our RTO approach assumes the program is data-race free, but our coarser
RTO approach results in dramatic performance improvements when recording: 11% for
Avrora and 18% for Lusearch. LEAP’s paper does not report the performance overhead when
replaying. Respec [19] is an MVX system with a leader and a single follower (dubbed “online
record-replay” in the paper). Respec’s “recorder” (i.e., MVX leader) captures synchronization
operations together with their PO, using a vector clock with one entry per synchronization
object (i.e., lock), which is not feasible for managed languages where typical programs use a
large number of dynamically allocated locks (e.g., one lock per bucket in a concurrent hash
map). Respec’s “replayer” (i.e., MVX follower) attempts to replay the captured operations
following the logged PO. If the replay fails (e.g., due to a data-race), Respec rolls-back
both recorder and replayer and re-executes one thread at a time, also including the kernel
scheduling decisions in the log. As a consequence, Respec breaks the program execution
into “epochs” that can be rolled-back. If Respec’s recorder reaches the end of an epoch
early, Respec blocks it until the replayer catches up, even for data-race free programs. As
a result, Respec reports performance overheads in the range 18%—55% depending on the
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number of threads. Our approach, building on JMVX, cannot capture data-races but does
not require custom OS support, never stops the recorder to wait for the replayer, captures
logs that can always be replayed successfully, and introduces a lower performance overhead
that is not dependant on the number of threads. Respec can, optionally, save the log on
disk for future offline replay, but the paper does not evaluate such replays or describe its
implementation. DoublePlay [32] builds on Respec to replay captured epochs concurrently
with many threads, potentially out-of-order. To replay each epoch, DoublePlay starts by
restoring the checkpoint captured at the start of the epoch. Then, it replays the program
using the log. If an epoch fails to replay, by diverging during execution or by generating a
final state that is different from the checkpoint of the following epoch, DoublePlay terminates
all following epochs, waits for all preceding epochs to finish replay, and then repeats the
divergent epoch in isolation. DoublePlay reduces the overhead from the base technique
Respec to 15%—28%, depending on the number of threads, which is still higher than our
proposed technique.

Multi-Version eXecution

Multi-version execution (MVX) systems have been used for reliability [13,14], security [34,
35], to deploy incompatible dynamic analyses [23,36], and to improve availability [24,
27]. VARAN [14] introduced the leader/follower architecture, in which a leader process
interacts with the OS and forwards the results of nondeterministic operations (e.g., file
reads/writes and concurrency decisions) to one or more followers which replay the execution
concurrently. Interestingly, VARAN sketches a combination of RR with MV X, that records using
an unmodified leader and a special follower that writes the recording log, and replays using
a special leader that streams the log to a special follower that replays the operations. Our
Hybrid RR+MVX approach is fundamentally different, as we use an unmodified replayer and
split the responsibility of recording nondeterminism between leader and follower. Furthermore,
VARAN does not address how the two techniques can benefit one another when composed, and
does not provide an implementation.

Most MVX systems use Total Ordering [14,23,34,35]. Volkaert et al. [33] propose an
MVX system that also supports Partial Ordering (PO). The authors report poor scalability
of PO due to increased inter-thread communication required to decide whether each use
of a shared synchronization resource (e.g., lock) can be relaxed. Instead, they introduce a
“wall-of-clocks” approach that uses one buffer per thread (which JMVX also uses), and requires
inter-thread synchronization only when two threads attempt to use the same resource. Their
approach requires a Lamport clock with one entry per synchronization resource, which in turn
requires static identification of such resources. In contrast, we implemented our proposed
RTO ordering by tracking only the last owner of each synchronization resource, which makes
it feasible to deploy in managed languages where typical programs use a large number of
dynamically allocated locks (e.g., one lock per bucket in a concurrent hash map).

The synergy of MVX and RR was first proposed in Sinatra [27], which uses RR to record
the JavaScript events fed to each open tab on a browser, together with MVX to spawn an
updated browser in the background that replays the same events to obtain the same state on
each tab. As a result, Sinatra can perform dynamic software updates on unmodified browsers
without any noticeable user disruption. We propose yet another combination of MVX and
RR to address the pathological high overhead when recording I/O-bound workloads.

Data-Race Freedom (DRF) assumption
All MVX systems cited assume DRF. Castor [21] and JMvX [28] also assume DRF, and
rr [22] limits concurrency to a uniprocessor with a deterministic schedule which captures
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data-races but reduces the observability window on data-races due to concurrent thread
memory accesses.

Castor [21] argues that DRF is an adequate assumption: bugs that lead to system outages
are more pressing and are less likely to be caused by data races. The paper analyzes bug
reports reported in the Chromium project between 2012 and 2016. Of 65,861 bugs reported
and fixed within the analyzed dates, only 165 were from data races. The authors note
that the majority of those bugs were solved by using a dynamic analysis for data-races
(ThreadSanitizer [30]), making RR unnecessary.

7 Conclusion

This paper argues that the biggest remaining barrier to deployable record/replay is the way
determinism is enforced: (1) by imposing overly strict ordering on concurrent executions,
and (2) by forcing the recorder to pay the cost of duplicated I/O. We address both issues
with two techniques that preserve deterministic replay while moving overhead off the critical
path.

Our first contribution, Relaxed Total Order (RTO), shows that RR does not need to
enforce a single global total order to remain correct and useful. By computing a relaxed
order that preserves only the inter-thread constraints that replay actually relies on, RTO
reduces contention and waiting during both recording and replay. We implement RTO in
JMvX and show that it reduces recording overhead on 11 benchmarks from the DaCapo test
suite from 21.0% to 15.3% overhead, and cuts replay overhead from from 67.5% to 31.7%,
thus demonstrating that much of the cost of RR comes from unnecessary serialization rather
than inherent replay requirements.

Our second contribution revisits a long-standing limitation of RR on I/O-heavy workloads:
conventional recorders effectively perform each I/O twice, once for the program and once
for the log. We show that hybrid MVX/RR can hide this cost by shifting the duplicate
I/0 to a follower variant and backfilling I/O events into the recording as needed. On an
I/O-dominated workload, our novel approach reduces recording overhead from 192.5% to
25.5%. In comparison, rr incurs a 672.1% slowdown on the same workload. Importantly,
hybrid MVX/RR does not penalize CPU-bound workloads, although it also provides limited
benefit, making it practical for any workloads.

Overall, RTO and hybrid MVX/RR are complementary: RTO reduces synchronization-
induced overhead across the board, while hybrid MVX/RR targets the workloads where RR
has historically been least viable. Together, their combination moves deterministic replay
closer to a practical foundation for “always-on” debugging and monitoring in production
systems.
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