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Google Detects Second Zero-Day Chrome
Exploit, Days After Patching Another Bug

A patch is rolling out, but this latest flaw is indeed being exploited by hackers, Google warns.

By MichaelKan April19,2023 § W -

O

“Google is aware that an exploit for CVE-2023-
2136 exists in the wild,” the company warned.

The official CVE report adds that exploiting the
flaw (...) could pave a way for the hacker to (...)
run untrusted malicious code on a computer

https://www.pcmag.com/news/google-detects-second-zero-day-chrome-exploit-days-after-patching-another

SINATRA — ECOOP’23
Rumsevicius, Venkateshwaran, Kidane, Pina
University of lllinois Chicago



https://www.pcmag.com/news/google-detects-second-zero-day-chrome-exploit-days-after-patching-another
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Best defense: Freguent updates

® New Tab X 4+ (v ]

< C  Q Search Google or type a URL Q % R

o Chrome is out of date

New tab Ctrl+T
New window Ctrl+N

New Incognito window Ctrl+Shift+N

History >
Downloads Ctrl+)

Bookmarks >

Zoom - 125% + =

Print... Ctrl+P
Cast...

( Find... Ctrl+F
More tools >

Edit Cut Copy Paste

Settings

About Google Chrome Help >
O\ Sea rc Help center

Report an issue... Alt+Shift+|

Exit

B Managed by

& -+
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sers take time to update

StatCounter Global Stats
Desktop Browser Version Market Share Worldwide from May 2022 - May 2023
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Browser updates take time

About Chrome

G Google Chrome

& Nearly up to date! Relaunch Google Chrome to finish updating.
Version 78.0.3904.97 (Official Build) (64-bit)

Automatically update Chrome for all users Learn more

Get help with Chrome

WhatisMyBrowser.com
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Browser updates lose state

1m32s v o

Users take time to update

' Users take time to update -

Users take long to update

This is data for chrome

One month after new version,
still a lot of users using oluer
version
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Browser updates lose state

S BT AUNERIDENER NGBS LR P L B AR R

< C Q You have too many tabs open.
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Browser updates may falil

Untitled

+ | 3 Untitled

r'a

&

w5 aboutcrash

Aw, Snap!

Something went wrong while displaying this webpage.

To continue, press Reload or go to another page.

> O~ &~ ,

chrome.exe - Bad Image l&

% C\Program

Files'\ Googlet Chromet Applicationt92.0.4515.107 chrome.dll is either
not designed to run on Windows or it contains an error. Try installing
the program again using the original installation media or contact your
systern administrator or the software vendor for support.
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No good option

Updatel .
browser,

lose state,
crash, etc.

/7 get

Don’t

“update

browser,
P

PWNED
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SINATRA

New Tab %

X

1 lpnsFor quick acees, place your boolmarks here on the hookmarks b, Tnpart bockmarks now...

Users take time to update

First step in automatic updates

T Browser updates as soon as possible without user noticing

This is data for chrome

One month after new version,

still a lot of users using older Only 1oms pause to perform updates

version

Browser agnostic

¢C e
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SINATRA

X Q X Q

5 lpnsForquick access, place your boolmarks here on the hookmarks bar, Tnpart bookanarks now... 5 dops - Far quickaess, lace your ook hereon thebooknaksber, It booknarks now...

Users take time to update

Users take time to update -

Users take long to update

This is data for chrome

One month after new version,
still a lot of users using older
version

Old browser version 1. Launch new browser version
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SINATRA

X Q X Q

5 lpnsForquick access, place your boolmarks here on the hookmarks bar, Tnpart bookanarks now... 5 dops - Far quickaess, lace your ook hereon thebooknaksber, It booknarks now...

0OmO00s

Users take time to update Sinatra: Stateful
Instantaneous Updates for

Commercial Browsers [
through Multi-Version UI

eXecution ‘-

Users take long to update 2 ) Introduce all authors and
Ugnius Rumsevicius® - 5~ institution

Siddhanth Venkateshwaran &

Ellen Kidane w

Luis Pina

This is data for chrome

One month after new version,

still a lot of users using older 5 : S = . ‘ & '
version University of lllinois Chicago : q @ ENGINEERING

-

Old browser version 1. Launch new browser version
2. Open same page, get same contents
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SINATRA architecture

During updates

/ \ R Updated Browser

Proxy
Coordinator

Browser
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SINATRA architecture

T~

Proxy

During updates )

Updated Browser

Coordinator

Browser

Rumsevicius, Venkateshwaran, Kidane, Pina
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mitmproxy supports HTTPS
and sophisticated rules

https://mitmproxy.org/
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SINATRA

X Q X Q

5 lpnsForquick access, place your boolmarks here on the hookmarks bar, Tnpart bookanarks now... 5 dops - Far quickaess, lace your ook hereon thebooknaksber, It booknarks now...
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Users take time to update
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Users take long to update

This is data for chrome

One month after new version,
still a lot of users using older
version

A =

e QOAN

Old browser version 1. Launch new browser version
2. Open same page, get same contents
3. Replay all events from old browser
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SINATRA

X X Q

5 lpnsForquick access, place your boolmarks here on the hookmarks bar, Tnpart bookanarks now... 5 dops - Far quickaess, lace your ook hereon thebooknaksber, It booknarks now...

Users take time to update Users take time to update

s Users take time to update -

Users take long to update v N\ b Users take long to update

This is data for chrome T A - This is data for chrome

One month after new version, - - - mime oo One month after new version,
still a lot of users using older still a lot of users using older
version version

Old browser version 1. Launch new browser version
2. Open same page, get same contents
3. Replay all events from old browser
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Javascript Events

Event Loop

function callback() {

}

K Handler

Message Queue

next

<--+1 Message

Handler
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Javascript Events

Event Loop

function callback() {

}

K Handler

next

. <+--- Message

Message Queue

next

<--1 Message

/ Handler
button.onClick()

Handler
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Intercepting Javascript Events

1 <html>

2 <head>

3

QR S bt it e e
5 ..

6 </head>

7 <body>

8 ...

9 </body>
10 </html>
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Intercepting Javascript Events

1 const originalAddEventListener = HTMLElement.prototype.addEventListener;

2 HTMLElement.prototype.addEventListener = function (evType, evListener, u) {
3

4

5

6

7

8 }
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Intercepting Javascript Events

1 const originalAddEventListener = HTMLElement.prototype.addEventListener;

2 HTMLElement.prototype.addEventListener = function (evType, evListener, u) {
3 let closure = function (ev) {

4

5

o }

7 originalAddEventListener.call (this, evType, closure, u);

8 }
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Intercepting Javascript Events

1 const originalAddEventListener = HTMLElement.prototype.addEventListener;

2 HTMLElement.prototype.addEventListener = function (evType, evListener, u) {
3 let closure = function (ev) {

4

5 evlistener.call (this, ev, u);

o }

7 originalAddEventListener.call (this, evType, closure, u);

8 }
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Intercepting Javascript Events

1 const originalAddEventListener = HTMLElement.prototype.addEventListener;

2 HTMLElement.prototype.addEventListener = function (evType, evListener, u) {
3 let closure = function (ev) {

4 sendToCoordinator (evType, ev);

5 evlistener.call (this, ev, u);

© }

7 originalAddEventListener.call (this, evType, closure, u);

8 }

SINATRA — ECOOP’23
Rumsevicius, Venkateshwaran, Kidane, Pina
University of Illinois Chicago 32




Intercepting Javascript Events

FO I AN I —

(

Fully implemented in Javascript

@ J o U1 b

}

e W @ — LU UL L e e de P& \— V) L

sendToCoordinator (evType, ev);
evlistener.call (this, ev, u);
}

originalAddEventListener.call (this, evType, closure, u);
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Intercepting Javascript Events

B

Fully implemented in Javascript

e W @ — LU UL L e e de P& \— V)

Browser agnostic




SINATRA phases

Leader

Coordinator

Version 0

Send
events

(D

Record
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Time to exectue JS handler (ms)
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Intercepting Javascript Events

Firefox Chrome

‘DOMT!S &

M Vanilla ™ Sinatra

»

w

=

Time to exectue JS handler (ms)
o N
o U = U N U W U S v n

nicEdit Painter DOMTRIS Color Game

M Vanilla ™ Sinatra

Low overhead (max +1.896ms per handler)
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Intercepting Javascript Events

Size of log (MB) Size of log (MB)
55
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% 40
35
0.9
0.8 30
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0.6
0.5 20
8§l 15
0.2 10
01 [] . N =
0 0 -
S M L S M L S M L S M L
nicEdit DOMTRIS Painter Color Game
B Firefox M Chrome B Firefox ™ Chrome

Not a lot of storage needed (max 50MB for long interaction)
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SINATRA phases

Version 0
Leader
Send
events
Coordinator

Version 1

0

Record Replay
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Replaying Javascript Events
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Firefox Chrome
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— 0
nicEdit Painter DOMTRIS Color Game nicEdit Painter DOMTRIS Color Game
M Process log M Start executing M Process log M Start executing

New browser version “catches up” in less than 2sec
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SINATRA phases

Leader

Coordinator

Follower

Version 1

0

Record Replay MVX
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SINATRA

X a X Q

5 lpnsForquick access, place your boolmarks here on the hookmarks bar, Tnpart bookanarks now... 5 dops - Far quickaess, lace your ook hereon thebooknaksber, It booknarks now...

Users take time to update Users take time to update

s Users take time to update -

Users take long to update Users take long to update

This is data for chrome This is data for chrome

One month after new version,
still a lot of users using older
version

One month after new version,
still a lot of users using older
version

1. Launch new browser version

2. Open same page, get same contents
3. Replay all events from old browser
4. Swap roles

Old browser version
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SINATRA

X [a X Q

1 lpnsFor quick acees, place your boolmarks here on the hookmarks b, Tnpart bockmarks now... 5 dops - Far quickaess, lace your ook hereon thebooknaksber, It booknarks now...

Users take time to update Users take time to update

Users take long to update

Users take long to update

This is data for chrome

This is data for chrome

One month after new version, - - L. 7ot S = One month after new version,
still a lot of users using older still a lot of users using older
version > version

. Launch new browser version Old browser version
. Open same page, get same contents

. Replay all events from old browser

. Swap roles

H W N -
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SINATRA phases

Leader

Coordinator

Follower

@ Version 1

Record Replay MVX Swap
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Pause introduced by SINATRA update

Time required to swap roles

nicEdit Painter DOMTRIS Color Game

[N
o

9
8
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4
3
2
1
0

B Firefox ™ Chrome

Users experience less than 10ms pause due to update
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Pause introduced by SINATRA
1 Time required to swap roles “\e

ms
O B, N W &~ U1 O N 0 O O

M Firefox M Chrome

Users experience less than 10ms pause due to update
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SINATRA phases

Leader

Coordinator

Follower

@ Version 1

Record Replay MVX Swap
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SINATRA phases
Version 0 @ @ @ @

S I A AV W
events
Coordinator
Send ' \
Follower events

@ Version 1 @

Record Replay MVX Swap MVX Record

Leader
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Realistic pages

- gle ,

Y NGULAR
JS Action
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Realistic pages

« Captured 14h of traffic for high-volume twitter account
* https://twitter.com/TotalTrafficCHI
» Log sizes under 36 MB
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Conclusion

SlNATRA Intercepting Javascript Events

| Fully implemented in Javascript =
: . =4 % . .
: : © ; Browser agnostic
lose state, ' d ; ] -. | c
E— 13 — 23 —_——x 34
. /,/’ ‘\ " L]
Pause introduced by SINATRA - o \ Realistic pages
‘ Time required to '.wnpvnu‘}//// “e ///'
> ‘6*‘//// =

,/'// Google ,
> N
e

P — NGULAR
pr G A |
i\ °Q§?/,"// ﬁers experience less than 10ms pause due to update JS ACt l 0 n

=i \//

React
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Conclusion

SlNATRA Intercepting Javascript Events

No good option

Fully implemented in Javascript
= : = |
A3 b .
“ O “ ; Browser agnostic
%o

Old browser version 1. Launch new browser version . J
2. Open same page, get same contents
3. Replay all events from old browser
23 34

Pause introduced by SINATIy\/J/‘;;’e(/\/ Re al iStic pages
Time required "'-w'ﬂi;‘;// ,&\0 ///

o -

l v ot - Y Thank you!

\

2= Y NGULAR

//‘ wFirefox W

./’/// xe’ i .
\ 66 7 Users experience less than 10ms pause due to update JS Action °
\ React Questions?
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